Oo0ocHoBaHMe
HEBO3MOKHOCTH COOJIIOIeHHUsI 3alPeTa Ha JO0MYCK MPOrpaMMHOI0
obecnieuenus (masee — I10), nponcxoasinmero U3 HHOCTPAHHBIX I'OCYIAPCTB,
IJIS1 1eJied ocylecTBJIeH sl 3aKYIOK /ISl 00ecredeHusi rocy1apCcTBEHHbIX U
MYHHIMIAJIbHBIX HYK/

B cootBerctBum ¢ Jlupekturoit IlpaButennbctBa Poccuiickoit denepanuum ot 11
utonist 2016 1. Ne 4 mpencraButensiM uHTepecoB Poccuiickoit ®Denepanuu st
y4acTHsl B 3aCElIaHHUSIX COBETOB JUPEKTOPOB (HAOIIOIATEIBHBIX COBETOB)
aKLIIMOHEPHBIX OOLIECTB, BKJIIOUEHHBIX B CIIELIMAJIbHBIN NEPEYEHb, YTBEPKIACHHBIM
pacnopspkenuem IIpaBurensctBa Poccuiickonn @enepanuu ot 23 siBaps 2003 r.
Ne 91-p u, pykoBoactBysich ctathelt 12.1 @enepanbHoro 3akoHa ot 27 utoist 2006 r.
Ne149-03 «O6 wundopmanmu, HWHOOPMALMOHHBIX TEXHOJOTHUSX M O 3allUTe
uHpopMaIm (mamee — peectp), AKITMOHEpHOE 00111eCTBO
«O0beuHeHHas 3epHOBas KOMITaHUSD) IPEICTABIIAET 000CHOBaHUE
HEBO3MOKHOCTH COOJIIOJIEHUS 3alpeTa Ha JOMYCK IMPOrpaMMHOro oOecreydeHus,
IIPOUCXOSIIETO U3 HHOCTPAHHBIX TOCYAAPCTB:

O0beKT 3aKyNKH: OKa3aHHE YCJYI MO0 NMPeI0CTABJICHUIO (IPOAJICHUIO)
HEMCKJIIYNTEIbHbIX NMpPaB (JMIEH3Uil) HA HMCIOJIb30BaHME IMPOrPaMMHOIO
o0ecnieuenust Microsoft

1. Oo0bexT 3akynku (J10T) — Habop nuiien3uii cepBepHOil onepanuoHHON
cucteMbl CISSteStdCore ALNG LicSAPK OLV 2Lic NL 1Y AP CoreLic
1.1. OO0cTosiTENBLCTBO, 00yci0BJIMBaOIIICE HEBO3MOKHOCTh

co0J1r01eHMs 3anpera;

[Tognynkr «6» mnyHkrta 2 Ilopsinka MOATOTOBKM — OOOCHOBaHUS
HEBO3MOKHOCTH COOJIOJIEHUs 3ampeTa Ha JOMYCK MPOrPaMMHOTO OOecreyeHus,
MIPOUCXOISIIIIETO U3 MHOCTPAHHBIX TOCYAPCTB, JUIS LIeNIeH OCYIIECTBICHHS 3aKYIIOK
JUIsl 00€CTIeUeHUs TOCYNapCTBEHHBIX UM MYHUIIMIAIBHBIX HYXI, YTBEP>KIECHHOTO
[Toctanosnenunem IlpaBurensctBa Poccuiickoit deneparuu ot 16 Hosi6psa 2015 r.
Neo 1236, a umeHHO: mporpaMMHOe oOecrieueHue, CBEICHUS 0 KOTOPOM BKJIFOUCHBI B
pEeecTp M KOTOPOE COOTBETCTBYET TOMY K€ KJIACCYy MPOTPaMMHOTO OOECTICUEHHS,
YTO W TPOrpaMMHOE OO€eCleueHHe, IUIAHUPYEeMOE K 3aKyIlKe, MO0 CBOUM
(GyHKIHOHATBHBIM, TEXHHUECKHM W (MJTH) AKCILTyaTallMOHHBIM XapaKTePUCTUKAM
HE COOTBETCTBYET YCTAHOBJICHHBIM 3aKa3YMKOM TPEOOBAHUSIM K IJIAHUPYEMOMY K
3aKyIKe MpOrpaMMHOMY 00€CTICUEHUIO.

1.2. Kuaacc (kjgaccbl) mporpaMMHOro otecmedenmsi: «OnepandoHHbIE
CUCTEMBI».

1.3. TpeboBanus K (GYHKIIMOHAIBHBIM, TeXHUYECKUM U
IKCIJIYATAIMOHHBIM  XaPAKTEPUCTUKAM  NPOrpaMMHOI0  obecneyeHusl,
SIBJISIIONIETOCH 00BEKTOM 3aKYNKHU:

JIuneH3us 10JpKHA IPEIOCTaBISATh BOZMOXKHOCTD UCTIOIB30BAHUS CEPBEPHOIM

OHepaI_II/IOHHOf/JI CUCTCMbI M HCIIOJIB30BAHHC IIPOIPaMMHOI0 o0ecreyeHus JJIA



ynpaieHus cepBepHbiM 110 u nHbpacTpyKTypoii, c MpaBOM UCIOJIB30BaHUS HOBBIX
BEPCHii, KOTOpbIE OYAYT BBIYILEHbI B TEUEHUE HE MEHEE 2 JIET, C 1aThl IOCTABKU
aunensuit Nel, kotopast 1okHa 00ecreunBaTh:

® TMOJJEPXKKY CIyXObl CETeBOM MOJIMTHKM U jAocTyna (He menee 250
MOAKIIOYEHUN [UI1 MapUIpyTHU3allMd M YJAJIEHHOrO J0cTymna, He wmeHee 50
MOJIKJIFOUEHUH JIJIs CITy>KOBI TPOBEPKU MOJTMHHOCTH B HHTEPHETE);

® MOAJEPKKY TEXHOJIOTUU BUPTyaJlu3alUd (BCTPOEHHBIM TMIIEPBU30P) C
HNOJIEPKKON (PYHKIMM KJIACTEPU3ALMK U MEPEMEIECHUSI BUPTYalbHON MAIIMHBI C
OIEpallMOHHOM cHUCTEMOl 0€3 €€ OCTAaHOBKHM, C OOECHEUYEHHUEM BO3MOKHOCTH
3aIycka He MeHee 2 (ABYX) 3K3EMIUISIPOB ONEPALMOHHBIX CUCTEM B BUPTYaJIbHOMU
Cpeze 1o OAHOM JTULICH3NH;

® TMOJJACPKKY KJIacTepU3allid Ha YpPOBHE OMEPAIMOHHON CHUCTEMBI (HE
MeHee 4 y3JI0B);

® TMOJJEPXKKY OTKa30yCTOMYMBOM CHHXPOHM3ALMS MAMATU U TOPSYETO
N100aBJICHHUE MTaMSITH.

B mensx obecnedeHHS COBMECTUMOCTH C HMMEIOMEHCS WHOPACTPYKTYpOM
3aka3zuuka [10 momKHO MOIIEpKUBaTh UHTErPALIUIO B CIYKO0y KatajoroB Active
Directory.

CepBepHas onepalMoHHas CUCTEMa JJOJKHA TIOIIEPKUBATh:

e poin KOHTpoJiepa AoMeHa Active Directory u pe3epBHOrO KOHTpoJiepa
nomena Active Directory;

e CiyXObl 00JIErYEHHOT0 I0CTYMA K Kartanoram Active Directory u ciryx0bl
ynpasienus npaBamu Active Directory (Bkirodasi ciy»O0bl ceptudukaroB Active
Directory);

® BO3MOXHOCTH pa3BepThiBaHus ciyxx0 DHCP cepepa, DNS cepgepa,
dakc cepBepa, cepBepa ciy>k0bl HHPOpMAIIMOHHBIX cepBUCcOB HTEpHETa, cepBepa
MIPWIOKEHUHN U cepBepa (DaTOBBIX CITYkKO;

e CayxObl yIaJIeHHBIX pabouux cToyoB (He MeHee 250 MOoAKITIOYeHU);

® TEXHOJOTHUU BUPTyaIH3alluu (BCTPOCHHBIA THUIIEPBU30P) C MOMICPIKKOM
GYHKIAA KITACTEPU3aIlUN U TIEpEMEIICHUS BUPTYATbHON MAIIMHBI ¢ OTIEPAIMOHHOM
CHCTEMOM 0e3 ee OCTaHOBKH;

® 3alyCcK HE MeHee 4eM 2 (ABYX) IK3EMILUIIPOB ONEPAIMOHHON CHCTEMBI B
BUPTYaJIbHOM CPEAE MO OHOM JIULEH3UH;

® KJIACTEPH3AIMIO Ha YPOBHE OTIEPAIMOHHON CHCTEMBI (HE MeHee 4 y3II0B);

® OTKa30yCTOWYWBYIO CHHXPOHH3AIIMI0O W BO3MOXKHOCTH TOpsTYETO
JI00aBJICHUS TAMSTH;

e He Menee 2 To O3Y;



e He MeHee 8 (BOChbMU) MPOLIECCOPHBIX THE3];

e cnyk0y KEIMpPOBaHMS  JAHHBIX  (QWIMAIOB, CIyk0a  JOJDKHA
MOJIICPKUBATHCS B IBYX PEKUMaxX: pacrpeaeeHHbINA KAl U pa3MeIIaeMblil KA1,

e npotokosnsl HTTP, HTTPS, SMB, IPsec u SSL;

e cCcnyxk0y YOAJIEHHOIO TMOAKIIOUYEHHS BHEIIHUX I[I0OJIb30BAaTENEe K
BHYTpPEHHEH JIOKaJIbHOW CETH 10 3aluilieHHOMY KaHainy [Psec 6e3 HeoOxoaumocTu
OpraHM3alyy KaHajaoB NoAKIoUeHHs VPN;

® pa3BepThIBAaHHE M HCIOJIH30BAHUE CHUCTEM YIPABICHHUS, 00ECIICUCHUS
OTKa30yCTOWYMBOCTH, OE30MMACHOCTH U PE3EPBHOIO KOTMPOBAHUS;

® [IOJY4YEHHE JAHHBIX 00 YCTAaHOBJIEHHOM IPOrpaMMHOM OOECHEYEHHU U
000pyIOBaHUU HA CEpBEpax 3aKa3zuHKa;

® BO3MOXKHOCTb YJIaJ€HHOM YCTAaHOBKH IPOTPAMMHOIO OOECIEeUCHUs: |
ONEepallMOHHBIX cucTeM cemeiicTBa Windows Ha KoMIbroTep 0€3 Kakoro-amdo
IPOrpaMMHOTr0 0OecTieueHus;

® BO3MOYKHOCTb YCTaHOBKHM OOHOBJICHUH MPOTPAMMHOI0 OOECIieueHus: Ha
cepBepax 3aKa3uuKa;

® BO3MOXHOCTH PAa0OOTHI MO PACHUCAHUIO W 00ECIeYeHHEe BO3MOXKHOCTH
aBTOMATUYECKOT0 BKJIFOUEHHMS 110 PACIUCAHUIO;

e (QyHKUMOHAI MO NOJJEPKAHUIO 33JaHHON KOH(PUTypaltuu 060py10BaHUS
¥ TIPOTPAMMHOTO 00€CTICUCHHSI C YBEAOMIICHHEM 00 OTKIOHEHUSX;

® TMOJY4YCHHE [aHHBIX O COCTOSHMM M YPOBHE JOCTYIHOCTH CEpPBUCOB,
¢dbuznyeckoro o0OpPyI0BaHMS CEPBEPOB U KAHAJIOB CBSI3H;

® BO3MOYKHOCTb JIOTIOJTHEHMSI CTaHIAPTHOTO (PyHKLHOHAJIa C TMOMOILBIO
NAaKETOB YIIPaBJICHUS;

® BO3MOXKHOCTb MOHUTOPHHTA BCEX CIYXO OINEparMoOHHOW CHCTEMBI, a
Tak)Ke BO3MOKHOCTh MOHUTOPHHTA 0a3 TaHHBIX U CEPBHCOB;

® BO3MOXHOCTb IIOCTPOCHHMSI CHUCTEMBl PE3EPBHOTO  KOMHUPOBAHMS
CEpBEPHBIX ONEPALIMOHHBIX CUCTEM U MPUIIOKEHUI;

® TMOJHUTHUKH PE3EPBHOTO KOMUPOBAHUS JIsl TOYTOBBIX CEPBEPOB, CEPBEPOB
0a3 JaHHBIX (B TOM yucie Ucnoib3yeMoro 3akazuukoM SQL Server) u cepBepos
MIOPTAJIOB;

® BO3MOXHOCTb PE3€pBHOTO KOIHMPOBAHUSA BUPTYAJIbHBIX MAaIlUH C
BO3MOXKHOCTBIO TEpe/ladll pPEe3epBHBIX KOMUN B JPYrHe€ CHCTEMbI PE3EpPBHOTO
KOITUPOBAHUS;

® yIOpaBlICHWE BHUPTYaTbHBIMH MAalllMHAMHA C BO3MOXKHOCTBIO CO3JaHMS,
nepeMeIeHs] MeXAY PU3NYECKUMH CEpBEPAMHU U YAAJICHUS] BUPTYaJIbHBIX MAIllUH;

® MWIpAlMIO BUPTYaJbHBIX MAIMH C OJHOTO (PU3UYECKOTO cepBepa Ha
JpyTo# B cilydae aBapuu 0e3 MPOCTOs CEPBUCOB;



® MHTETPAalMIO C  CHCTEeMOM  MOHHMTOpPHHIa JJs  pealu3aliu
nepepacnpeesieHust Harpy3ku Mexay pU3nyecKuMu cepBepamu;

® UHTErpaluio ¢ CHCTEMOM YIIpaBJIeHUs JIJIsl aBTOMATHYE€CKOT0 OOHOBIICHHUS
BUPTYaJIbHBIX MAIIIWH, B TOM YHCJIC ITA0JIOHOB BUPTYaTbHBIX MAIIINH;

® BO3MOXHOCTH UCIIOJIb30BAHUS HHTETPAITIOHHOMN IUHBI 111 OO TUHEHUS
¥ aBTOMATHU3AIMU MPOIIECCOB OOCITYKUBAHUS U YCTPAHEHUS TIPOOIIeM;

® UHTErpalyio CO CTOPOHHUMH CHCTEMaMH pPE3EPBHOTO KOMMPOBAHUSA,
MOHHMTOPUHIA U YIIPABJICHHUSA, C BO3MOKHOCTBIO ABYXCTOPOHHEH NEpeIaun JTaHHBIX
1 00pabOTKH COOBITHH;

® BO3MOXHOCTh pa3BepThiBaHus He MeHee uyeMm 20 (/[Bamuartu) cepBepoB
yhOpaBieHus: (KOHCOJIEW YIIpaBIEHHUSI) CHUCTEM YINPAaBICHUSA, MOHHUTOPHUHTA,
PE3epBHOI0 KOMUPOBAHUS;

e mHamuuue Oa3pl 3HAHWKA 1O W3BECTHBIM TIpoOJeMaM C OMUCaHHEM
BApUAHTOB UX PEIICHUS;

® HaJlMYMe MEXaHU3MOB aBTOpU3ALMM U ayTeHTU(UKau B Active
Directory o npotokosiam Kerberos u NTLM;

® BO3MOXHOCTb YINpaBJICHHE HACTPOWKAMU CHCTEM H© MPOrPAMMHBIM
o0ecreyeHrneM ¢ TOMOILIBIO TPYMIOBBIX NOIUTUK Active Directory;

e o0ecrnieueHUE OTKa30yCTOMYMBOCTH C TMOMOIIbIO BCTPOEHHOM CHCTEMBI
peIUIMKaluN;

® IMHAMHYECKOE TMEPEKIIOYeHHE TMPOTOKOJIIOB MapiipyTuzanun VPN
MOJIKJIFOUEHUH, 0€3 pa3pbiBa COCTUHEHUI;

® BO3MOXKHOCTH TPOBEPKH COOTBETCTBHUS MOJUTHKAM O€30MacHOCTU H
yCTaHOBJICHHBIM TTosiuTuKaM T mpu MoAgKII0YEeHUH TT0JIb30BaTENS K CETH;

® TEXHOJOTHHU TO3BOJISIONINEG CHU3UTh HArpy3KH Ha WHTEPHET-KaHaj, 3a
CUeT JIOKAJIBHOTO KAIIMPOBAHUS JAaHHBIX Ha BCEX MAIllMHAX JIOKAJHHOW CETH H
pacmpocTpaHeHusl (ailyloB MO JIOKAThbHONW CETH TapauieTbHO W3 MHOXKECTBa
HCTOYHUKOB 0€3 BBIJICJICHHOTO KAII-CEPBEPA;

® HaJuM4yue BCTPOECHHBIX CPEACTB KOHTpOJs mnenoctHoctd koga OC wu
croponHero I10, B mporecce 3arpy3ku OC;

e ayTeHTU(UKAIMIO, C UCIIOIb30BaHUEM alllapaTHLIX BO3MOKHOCTEN TPM;

® MOHHUTOPHUHT UHQPACTPYKTYPHI, TIPYIIOKCHU I " BBIBOJI
COOTBETCTBYIOIIUX MIPEIYIPEKICHUN;

® MOHHUTOPHUHT pabounx Harpy3ok I[10;

® MOHMUTOPHUHT 00JIaKa;

e BBBOA UWHGDOpMAIMU O  COCTOSAHMHM, PAOOTOCIOCOOHOCTH U
npousBoautesnbHocTd OC;

e ymnpasneHue ooHosineHussMu OC;



e o0ecreueHue 3aMThl OT BPEJOHOCHBIX MPOTPamMM, UX OOHApyKEeHUE U
UCTIPaBJICHUE;

e yIpaBJCHUE XPAHWIHUIIAMH U CETSIMU;

® BO3MOYKHOCTb Pa3BepPTHIBaHUS PaOOUMX HArpy30K Ha Oa3e 1mabIOHOB;

e  BBIBO/] 3aIIPOCOB Ha CaMOOOCITYKMBAHHUE;

¢ VYIIPABJICHUC BBIITYCKAMH U COINTAIICHHUAMUA 00 YPOBHC 06CJIY)KHB3HI/IH;
¢ XPaHCHHUC JAHHBIX U BCACHUC OTUCTOB,

¢ 3aIlpOChl 00 U3MEHEHMSX U HHIINACHTAaXx.

JInneH3us J0JKHA MO3BOJISATh UCIIOJIb30BaTh BECh YIIOMSHYTHIN (DYHKIIMOHAI
He MeHee YeM Ha 2 (JIByX) BUpTyalbHBIX MalIMHAaX.

1.4. ®yHkuuOHAJbHBbIE, TeXHHYECKHMe W (WIN) JKCIUIyaTallHOHHbIE
XapaKTepPUCTUKH, 10 KOTOPbIM POrPaMMHOe o0ecneyeHne, COOTBETCTBYOIIee
kiaccy «OnepanuoHHble CHCTEMbD», CBeJdeHMS O KOTOPOM BKJIKYEHbI B
peecTp, He COOTBETCTBYET YCTAHOBJIEHHBIM 3aKAa3YMKOM TpeOOBaHUSIM K
NPOrpaMMHOMY 00ecIedeHNI0, SIBJISIOIHUMCH 00beKTOM 3aKyIIKH:

Hcxons 3 ananmsa nmporpaMM, yKa3aHHbIX B EMHOM peecTpe poCCHMCKHX
IpOorpaMM JUIsl AJIEKTPOHHBIX BBIYMCIUTENBHBIX MallliH U 0a3 JaHHBIX, B Kjacce
nporpamm «OrepauuoHHbIE CUCTEMBD), HE BBIIBICHO HU OJHOIO IPOTPAaMMHOIO
o0OecrieuyeHuns, CBEJCHUSI O KOTOPOM BKIIOUEHbl B EnuHBIN peecTp M KOTOpoe
COOTBETCTBYET TOMY K€ KJIaCCy MPOTPaMMHOI0 00€CIIEYEHUsI, YTO U IMIPOrPaMMHOE
o0ecrniedyeHre, IIAHUPYEMOE K 3aKylKe, U KOTOPOEe MO0 CBOMM (PYHKIIMOHAIbHBIM,
TEXHUYECKUM M IKCIUTYyaTal[MOHHBIM XapaKTEPUCTHUKAM MOTIJIO Obl COOTBETCTBOBATD
YCTAaHOBJICHHBIM 3aKa34yMKOM TpPEeOOBAHMUSAM K IUIAHUPYEMOMY K 3aKyIKe
IPOrpaMMHOMY 00€CIIEUEHHUIO.

Ha3Banus nporpamMMHOro o0ecreueHus, CBeIeHUsI O KOTOPOM BKJIFOYEHBI B
pEECTp M KOTOPOE COOTBETCTBYET TOMY K€ KJIACCy MPOrpaMMHOro oOecreyeHus,
YTO U MPOrpaMMHOE 0O0ECTICUeHHE, SABIISIIOIIEECS OOBEKTOM 3aKYTIKU:

1. RAIDIX 4.0 — »r1o crnenuduveckas ONEpallMOHHAS CHUCTEMA,
npefHa3HaYeHHas Ui CO3/JaHMsl CEpBEpPOB  XPaHWIMIL JaHHBIX U He
npeaHa3HayeHHasl JUIsi YCTaHOBKM Ha paOoune crtaHuuu. He coBmectuma c
IPOrpaMMHBIM 00€CTieYeHHEM, YCTAHOBJICHHBIM Y 3aKa3ylKa

2. Anbt JIunykce CIIT — nanHblii NPOrpaMMHBINA KOMILIEKC HE COBMECTUM
C IPOrpaMMHBIM OO€CII€YeHNEM, YCTAHOBJICHHBIM Y 3aKa34yMKa, TaKk Kak cO3[aH Ha
0aze LINUX U HE COOTBETCTBYET XapaKTEPUCTHKAM MPOTPAMMHOIO OOECIICYCHNS,
SBIISIIOLLErOCcs 00BEKTOM 3aKYIKH.

3. Anbet Jlunykc KJlecktonm - AaHHBI NpPOTPaMMHBIN KOMILUIEKC HE
COBMECTHUM C IMPOTPAMMHBIM 00€CIIEYEHUEM, YCTAHOBJIECHHBIM Y 3aKa34MKa, TaK Kak
co3maH Ha 0a3e LINUX W HE COOTBETCTBYET XapaKTEPUCTUKAM MPOrPaMMHOIO
oOecrieueHus, BISIOMIETOCS OOBEKTOM 3aKYTIKH.

4, Anbr Jlunyke 7.0 KeHTaBp - AaHHBIM NPOrpAMMHBIN KOMIUJIEKC HE
COBMECTHUM C IMPOTPAMMHBIM 00€CIIEYEHUEM, YCTAHOBJIEHHBIM Y 3aKa34MKa, TaK Kak



co3maH Ha 0a3e LINUX W HE COOTBETCTBYET XapaKTEPUCTHKAM IPOTPaMMHOTO
o0ecrniedeHus, IBISIONIETOCS 00BEKTOM 3aKYTIKH.

S. OnepallioHHasi cHCTeMa CHElUalIbHOrO0 Ha3HadueHHs «Astra Linux
Special Edition» - maHHBIA NPOrpaMMHBIA KOMILICKC HE COBMECTHM C
IPOrpaMMHBIM OOECTICUeHNEM, YCTAHOBJICHHBIM y 3aKa34yMKa, TaK KaK CO3[aH Ha
06aze Linux U He COOTBETCTBYET XapaKTEPUCTHUKAM MPOTPAMMHOIO OOECTICUeHUs,
SIBIISIOIIETOCST 00 BEKTOM 3aKYTIKH.



